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Consolidate your security services
iInfrastructure onto one scalable virtual platform

By Linda Musthaler, Principal Analyst with Essential
Solutions Corp.

For the past few years, most companies have been
riding the wave of the server consolidation trend.
Everyone is looking to reduce the number of
physical servers they have to manage while still
enjoying their preferred applications.

One area that is ripe for consolidation is security
services. In almost any large organization, there is
a proliferation of security devices such as firewalls,
intrusion detection/
intrusion prevention
(IDS/IPS) systems,
Web filters, secure
Web gateways, and
antivirus applications.
The situation is only
getting worse as we
find more security
demons to battle and
apply more
technology solutions
to address the
problems.

Today, security

service infrastructure is primarily built on
appliances. An appliance (such as a firewall) has a
limited capacity, both from a network computing
perspective and an application perspective. So, to
scale the service, you add another appliance.
Before long, a large organization can end up with
racks and racks of firewall appliances.

But it doesn't end there. Additional network
infrastructure -- switches, load balancers, patch
panels, patch cables and so on. -- is required to

connect all those appliances. And that's just for one
service! Each additional security service adds to
the infrastructure architecture.

Crossbheam Systems has built a bladed security
platform to address the need to run multiple
security services without building a big
infrastructure around those services. Crossbeam's
X-Series devices function like a security
architecture in a box.

Crossbeam collapses
all the physical
infrastructure of the
security services plus
the supporting network
components into a
single high-
performance chassis.
The result is a platform
built to host best-in-
class third-party
security applications.
Crossbheam doesn't
produce the security
application software;
rather, the company
partners with the likes of IBM, CheckPoint,
Imperva, Websense, Trend Micro and others who
develop world-class security applications. This
allows you to choose the security applications that
make the most sense for your own organization.

If you're thinking this solution represents a single
point of failure, Crossbeam has the answer to that
issue. The X-Series chassis is built as a carrier-
grade platform; everything is fully redundant. The
only thing in a chassis that isn't redundant is the
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sheet metal wrapped around it. Crossbeam says it is
able to provide nearly six-nine's of availability with
its platform. In fact, Crossbeam says the high
availability of the platform has attracted 11 of the
world's top 12 telecom carriers as customers.

Temple University implemented a Crossbeam
platform in the summer of 2008. Adam Ferrero,
executive director for network services at the
university, says the school had reached the
maximum capacity of its previous firewall and IDSs.
Having to replace both systems at once prompted
Ferrero to conduct his research into unified security
solutions. But, he really liked his IPS from IBM's
Internet Security Systems and wanted to continue
using this product. Likewise, he was happy with his
CheckPoint firewall software. When Ferrero learned
he could keep both software applications by
installing the Crossbeam platform, he bought into
this solution.

Temple now has four Crossbeam chassis
supporting both the firewall and IPS applications.
Ferrero says he plans to throw in a few more boards
soon to expand capacity. Aside from the easy
scalability, he cites several other benefits of his
Crossbeam platform:

e The overall cost was less than his previous
security architecture and less than comparable
unified security systems.

e His network saw an immediate increase in
bandwidth and performance on Day One after
installing Crossbeam.

e No retraining was necessary since everyone
already knew the software applications.

e There are fewer moving parts to support, making
hardware management much easier.

o Failover between chassis takes about a second
and is invisible to the user community.

Temple University's situation is common amongst
Crossbeam customers. Most implement Crossbeam
because they need to scale a security application.
This helps to avoid replacing appliances every 18 to
36 months. They start with one application on the
platform, then add another, and so on.

One carrier company was managing 800 separate
Cisco firewalls and the associated networking
infrastructure before collapsing it all onto just four
Crossbeam chassis. This company saw big savings
in operating expenses because it was able to cut
power and cooling costs by up to 80%; reduce the
data center staff from 12 to three; and pay
maintenance fees on four devices instead of 800.

If you're curious about whether or not your
organization can reduce expenses while
consolidating the security infrastructure, check out
Crossbeam's tools to calculate the economics of
your own situation.
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